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It’s Time to Get Real About TikTok’s Risks
US lawmakers keep warning about the popular app. But until they can explain what makes it uniquely dangerous, it’s difficult to tailor a resolution.

AMID A FLURRY  of talking points and takedowns as the United States midterm

elections loom, lawmakers and regulators have reheated claims about TikTok, a

social media app they say poses a threat to personal privacy and US national

security. Now, the Biden administration is reportedly readying its own action. But

the exact scope of the problem and goals remain fuzzy. Owned by the Chinese

tech giant Bytedance, TikTok has more than a billion users, including an estimated

135 million in the US, and some lawmakers, including former president Donald

Trump, have warned over the past two years that the Chinese government could

use the app to collect data on Americans or launch influence operations through

the platform.

The US military banned its members from using TikTok on government devices or

at all in late 2019 and early 2020, as did the Transportation Security

Administration and some other federal agencies. Just last month, the chief

administrative officer for the US House of Representatives warned lawmakers

against installing TikTok due to the data it can collect. This followed a June 17

BuzzFeed News report, which found that ByteDance employees can and do gain

access to US TikTok users' data in some situations. But for the general public,

warnings from legislators and regulators this summer have continued to be vague

and amorphous, underscoring broader ambiguity about where lawmakers' precise

concerns lie. 

With so many users, TikTok is clearly a potentially rich source of personal data

and could be exploited in the way other social platforms have been to spread

disinformation or promote influence operations. But the reason TikTok has been

singled out is less clear. Huge quantities of sensitive data about people living in

the US are already available in various forms for purchase or the taking through

other public social media platforms, the digital marketing industry, data brokers,

and leaked stolen data troves. And long before the rise of TikTok, China was

already notorious on the global stage for stealing massive quantities of data about

Americans and others from governments and companies around the world. So, is

it protectionism? Xenophobia? Special insight into US national security?

A report published by Semafor on Friday indicates that the Biden administration is

preparing a series of executive orders to address TikTok and the Chinese tech

sector's access to Americans' data more broadly. The report says the White

House's actions could significantly curtail US investment in China, while other

potential measures may limit what technology can be sold to Chinese clients and

specifically limit the data Chinese tech companies can collect about US citizens.

Such steps would be less dramatic than the approach to TikTok taken by Biden's

predecessor but would have a larger scope and wider set of potential

ramifications. In the waning months of the Trump administration, the White

House attempted to block TikTok from US app stores if ByteDance didn't sell the

company to a US-based firm. Though the move failed, TikTok took steps to silo

itself from its Chinese owners and announced in June that all US user traffic would

be routed in the US. The company is still working on deleting all user data from its

own servers in favor of processing everything in Oracle's cloud. The company

stores data backups in the US and Singapore.

“The thing about TikTok is that a lot of people use it!” says Rui Zhong, a researcher

at the Kissinger Institute on China and the United States. “The Trump

administration also tried to ban WeChat, which is not just a communication

platform but a technology platform that vacuums up reams of your data—more so

than TikTok. But WeChat is almost exclusively used in the US by the Chinese

diaspora, whereas TikTok is just broadly popular with Americans.”

She adds that while, from a US national security perspective, the existential

threats are worth acknowledging, there wasn't enough information available

about concrete concerns when the TikTok ban was on the table a couple of years

ago or in remarks this summer. US officials still don't seem, at least publicly, to

have a smoking gun illustrating the urgency of the threat. “It needed a better case

built around it, and at the time in 2019 they just didn’t seem to have that case,”

Zhong says. “Whether they will have something they can show Americans in the

future or not, I can’t say.”
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On June 24, days after the BuzzFeed report, a group of Republican senators led by

Tom Cotton of Arkansas sent a letter to Treasury Secretary Janet Yellen “to inquire

about the Biden administration’s delayed response to the national security and

privacy risks posed by TikTok.” On June 28, a different group of nine Republican

senators sent a letter to TikTok's CEO, Shou Zi Chew, laying out questions about

the company's data management practices and relationship with ByteDance given

that the company has always maintained that they will not share US user data

with the Chinese government. On July 5, a bipartisan duo from the Senate Select

Committee on Intelligence—democrat Mark Warner of Virginia and Republican

Marco Rubio of Florida—sent a letter to the Federal Trade Commission urging the

agency to investigate TikTok and ByteDance for “repeated misrepresentations by

TikTok concerning its data security, data processing, and corporate governance

practices.”

In a series of responses this summer both to lawmakers and the public, TikTok has

staunchly maintained that it does not and would never share US user data with the

Chinese government, and that it is a separate US-based entity subject to US laws.

The company does not report publicly on government data requests, but it does

publish a twice-annual report about government requests to remove content from

the service. The latter report indicates that the company has never fulfilled a

removal request from China.

The bottom line, though, is that TikTok is owned by ByteDance. And some

ByteDance employees can access TikTok user data. Does that mean the ruling

Chinese Communist Party (CCP) can get that data too? In his June 30 response to

the nine Republican senators, TikTok's Chew said, “Employees outside the US,

including China-based employees, can have access to TikTok US user data subject

to a series of robust cybersecurity controls and authorization approval protocols

overseen by our US-based security team.” He described at length the layers of

classification and restriction that protect user data from being accessed casually or

without oversight. Chew and TikTok have long maintained that it they “have not

provided US user data to the CCP, nor would we if asked.” When WIRED asked

TikTok how this squares with the reality that ByteDance has access and could be

compelled to exercise it under Chinese law, spokesperson Maureen Shanahan

said, “TikTok is provided in the United States by TikTok Inc., which is incorporated

in California and subject to US laws and regulations.”

Still, it is unclear whether TikTok poses a unique and specific threat to US national

security or if it is simply a convenient proxy through which lawmakers are

grappling with larger issues of data security and privacy, disinformation, content

moderation, and influence in a globalized tech market. Similarly, the Chinese

telecom giant Huawei faced controversy over whether the US should incorporate

Chinese-made hardware into domestic 5G infrastructure, which was ultimately

banned.

“There are definitely signs that Chinese influence efforts are likely to grow, linked

to the Chinese government’s strategy more broadly of digital authoritarianism,”

says Kian Vesteinsson, a research analyst for the nonprofit digital rights think tank

Freedom House. “But it’s important for us to acknowledge that the US government

has its own shadowy national security surveillance authorities. And in recent

years, US government agencies have monitored social media accounts of people

coordinating protests in the US and done things like searched electronic devices

throughout the country and at the border. These sorts of tactics undermine the

idea that this is only a foreign threat.”

Then there's the power imbalance TikTok may create. One thing about TikTok, in

particular, is that its popularity and proliferation within the US could make it a

one-stop shop for the Chinese government to mine the data of US users and

launch influence operations in the US. Meanwhile, the US government may feel

that it lacks a comparable mechanism through which it can so directly pull

Chinese user data and work to sway public opinion in China.
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“Let's assume for a second that US intelligence has access to WeChat. They would

have to fight hard for that access, and it would constantly be at risk of discovery

and neutralization. China, on the other hand, doesn't have to fight for access to

TikTok; they have it by statutory authority,” says Jake Williams, director of cyber-

threat intelligence at the security firm Scythe and a former National Security

Agency hacker. “By itself, I don't think that the TikTok app on people's devices is a

significant threat, but the potential for Chinese data collection across the platform

is a larger concern, especially when combined with other data already acquired by

Chinese state actors.”

Given its immense popularity, its ownership, and the fact that the bulk of TikTok

activity is public by nature, there is no clear technical solution to boxing China out

of the service. The question is whether the US government wants to devise a

business solution or incentivize development of an appealing alternative platform.

Still, privacy violations, security concerns, and foreign influence operations

against US residents through social media are problems the US government has

yet to solve. And neither technology bans nor countersurveillance will make them

go away.

“One thing that we really should escalate here is that the US should be leading by

example,” Freedom House's Vesteinsson says. “When we talk about expanding the

US government’s surveillance powers, that sets a really bad example for

governments around the world.”
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