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Five Ways TikTok Is Seen as Threat to US National
Security

Many in the United States see TikTok, the highly popular video-sharing app owned by Beijing-based ByteDance, as a threat to national security.
The following is a look at five reasons why:
Data sharing

By AFP
December 22, 2022
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Beijing-based ByteDance, as a threat to national security.
The following is a look at five reasons why:
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TikTok — like its rivals Instagram, Snapchat and YouTube — thrives on data and there
seems to be no limit to how much young users are willing to share about themselves

on the super addictive app.
"P \(CHVE app 1 Million Impacted by Data Breach at

TikTok's critics worry that all this information is being processed by a Chinese company NextGen Healthcare

Western Digital Confirms Ransomware

in China where the Communist Party reigns supreme. _
Group Stole Customer Information

But some experts believe the threat is overblown and that nefarious actors can make Neiman Marcus Says Hackers Breached

Customer Accounts

ChatGPT Data Breach Confirmed as
Security Firm Warns of Vulnerable
Component Exploitation

their way to the troves of data no matter who owns the platform and where it is based.

“If we're talking about US citizen data, it's the Wild West," said Justin Sherman, a senior
fellow at Duke University’'s Sanford School of Public Policy.

BE A SPEAKER

“There’s very little regulation, companies collect tons of data all the time, whether

they’re foreign companies or US companies.”

Tiktok says it has undertaken to fully move the data of American users to US-only
servers in a project known as “Project Texas.’

Spying
TikTok, like all apps, potentially opens access to a user’s entire phone.

“Anytime you have an app on the phone, there's the potential for using that app to
bridge access to other things on the phone,” said Michael Daniel, CEO of Cyber Threat
Alliance.
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This could include “surreptitiously turning on the microphone or the camera of the
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device without the user being even aware,” added Daniel, a former cybersecurity
coordinator at the US National Security Council.

Etay Maor, senior director of security strategy at Cato Networks, pointed to Pegasus, experts.
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software created by an Israeli tech firm that was used by governments around the
world to spy on critics and opponents.

Subscribe

“Maybe with TikTok we are just clicking and installing the Chinese version of Pegasus on

our devices... | think that is the worry of the US government,” Maor said.

Censorship
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Another potential threat mentioned by cybersecurity experts is the ability of the
Chinese government to censor content on TikTok to defend the priorities of the

Communist Party. SecurityWeek's Threat Detection and Incident
Response Summit brings together security
practitioners from around the world to share
war stories on breaches, APT attacks and

threat intelligence.
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“The idea is that the Chinese government would eventually tell TikTok outside of China
that you will not show anything that supports Tibet or Taiwan and thereby shape the

information environment,” said Daniel.

{ Read: FBI Director Raises National Security Concerns About TikTok }

Tiktok insists that it has never intervened on content in ways to satisfy the Chinese
government, but given the level of censorship that prevails in China, analysts warn that
the threat for Beijing to lean on TikTok exists.

Securityweek’s CISO Forum will address
issues and challenges that are top of mind for
today’s security leaders and what the future
looks like as chief defenders of the
enterprise.

“If you look at the way the Chinese government has censored information, has
suppressed journalism and things of that nature at home, it's really not at all far-
fetched to say there's a risk associated with the same thing happening on TikTok
elsewhere,’ said Sherman.

Misinformation

Another fear is that the Chinese government could use TikTok as a means to disrupt US EXPERT INSIGHTS

society in a replay of the online campaigns waged by Russia in 2016 ahead of the Using Threat Intelligence to Get Smarter

About Ransomware
Given the crippling effects
ransomware has had and
indications that these types of
attacks aren't slowing down, it
makes sense to look to threat intelligence to
help. (Marc Solomon)

American presidential election.

Already, research published by Global Witness and the Cybersecurity for Democracy team
at New York University suggested TikTok failed to filter large volumes of election

misinformation in the weeks leading up to US midterm elections last month.

In the experiment, TikTok “performed the worst out of all of the platforms tested,” the

Reigning in ‘Out-of-Control’ Devices
Out-of-control devices run the
gamut from known to unknown
and benign to malicious, and
where you draw the line is unique

to your organization. (Matt Wilson)

researchers found.

In response, TikTok has introduced safety measures related to election content and
required government and politician accounts to be verified.

Just... China?

Cybersecurity Futurism for Beginners
How will Artificial Intelligence
develop in the near term, and
how will this impact us as
security planners and

practitioners? (Oliver Rochford)

Some experts wonder if TikTok can do anything to satisfy concerns given its origins in
China, especially with the Republicans retaking the US House of Representatives in
January.

Most of the arguments against TikTok have been coming from the Republican Party,

External Signs of Narcissism — Raising

Awareness to Avoid Collateral Damage
Learning how to spot the signs of
narcissism and identify
narcissists will help us ensure

which has a history of being tougher on Beijing than the Democrats.

{ Read: TikTok Harvested MAC Addresses By Exploiting Android Loophole }

Republicans are also putting pressure on Democrats as US President Joe Biden

negotiates a long-term security arrangement for the app to keep operating under

Chinese ownership in the United States.

According to Politico, the Biden administration is divided over whether to force the

that we do not bring these people
into our security and fraud teams, or our
enterprises. (Joshua Goldfarb)

Looking for a New Security Technology?

Choose a Partner, not a Vendor

An important area of

differentiation to evaluate when

you make your next security

investment is the vendor's
effectiveness when it comes to customer
success. (Marc Solomon)

Chinese owner of TikTok to divest from its US operations, casting doubt on the
proposed compromise.
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